
Organizations Role in Tackling Cybercrime 
Siti Aisyah Gonawan and Siti Amira Othman 

Universiti Malaysia Sarawak and Universiti Tun Hussein Onn Malaysia 

 

In this globalization era, the use of the internet and cyberspace have increased in line with the 

rapid pace of technological change and the increasing use of gadgets in society. The increasing 

use of cyberspace also leading to an increase in cybercrime. The increase of cybercrime is due 

to the lack of awareness on cyber security where users do not adopt the methods or procedures 

of using technology and the internet in a positive, ethical and responsible manner. 

However, in this pandemic era, there has been a more marked increase than before. To 

break the chain of COVID-19, almost all employment sectors have adopted the new normative 

way of working. Organizations make a wise move in decided applying the concept of working 

from home among employees. However, the concept of working from home demands the use 

of digital equipment and internet services. This situation exposes employees, organizations also 

employers to cybersecurity risks.  

Cyber Security Malaysia (CSM) in 2020 reported 9,461 cases of cybercrime involving 

information intrusion, fraud and cyber harassment. These cybercriminals target workers 

working from home as victims due to the loose information security aspects among employees. 

This incident is due to the negligence of employees, system administrators, and even 

organizations that do not take seriously the awareness and importance of cybersecurity. 

They can be the target of this contingency attack at any time when they do not has a 

perfect defence of cyber security. The effect of these cybercriminals not only involves huge 

financial losses but also can affect the company's reputation. Cybercrime is not a trivial issue. 

Therefore, individuals, top-level management and employers should always take steps to 

always be sensitive to all their important information and work when dealing and working in 

cyberspace. 

There are several things organizations can do to ensure cyber security is guaranteed in 

situations where employees work from home. 

First, employers should provide information technology infrastructure such as laptops 

and internet access in taking into account information security policies, the use of security 

software such as antivirus software as well as updated firewalls and communication systems 



through encryption processes. With this, employees will use the facilities that have updated 

their cyber security that according to company standard specifications. When employees doing 

works, all of the important information and works will be kept confidentially and fully secure 

by the cyber protection provided by the organization. 

Second, employers also should provide the provision of security perimeter in accessing 

data, networks and information systems of an organization such as the use of virtual private 

networks (VPNs), the provision of passwords and strong authentication systems, security 

mechanisms are necessary for dealing with suspicious organizational network access. This will 

help a lot in providing high-level protection to the important and private data of the employees 

as well as the organization. All security perimeter protection will make all the data or websites 

used to have a high level of security and it will reduce the possibility for employees or 

organizations to be the target of cybercrime. 

If top-level management can do both of these, the risk of cyber security threats among 

employees, organizations and employers will be at a low level and reduces more losses.  

Other than that, top-level management also needs to play an important role in providing 

awareness and knowledge on cyber security to employees. Top management at the 

organizational level must take the lead in ensuring that information security policies are 

followed at all levels. The highest management level in the organization should begin in the 

implementation of information security policy to serve as a model for others employees to 

follow. With this effort, each individual can feel the importance of information security also 

can then be practiced to become a culture in the organization when the compliance and 

implementation of information security policies at every level are archived. This can assist 

organizations in implementing a work-from-home policy in a secure environment with a lower 

risk of data security incidents. 

High-level management should take proactive steps in tackling cybercrime from 

continuing to become more prevalent among their employees and organization. Proactive 

action can certainly reduce the increase in the problem of cybercrime. The organization should 

invest a little in cyber security than face huge losses due to cybercrime that can be attacked at 

any time. 


